PCI COMPLIANCE
SERVICES

Secure and protect
cardholder data

OVERVIEW

As a merchant or service provider, you are responsible for ensuring that
you achieve and maintain compliance with the Payment Card Industry
(PCI) Data Security Standard (DSS), which defines requirements for

the protection of consumers’ payment card information while stored,
in transit, or during processing.

Organizations that fail to comply with the PCI DSS can face significant
fines, loss of customer goodwill, and may lose the ability to accept
credit cards for payment.

CDW assists clients in meeting and maintaining their PCl compliance
requirements by providing sustainable solutions that may be integrated
with other compliance requirements to reduce the cost of compliance
as awhole.

CDW is a certified QSA organization, and every member of our PCl team
holds the QSA designation. We have delivered thousands of successful
engagements to all levels of merchants and service providers across a
broad range of industries in the public, private, and non-profit sectors.

OUR PCI PRACTICE

EXPERIENCED CDW has been a certified PCl QSA for more than
17+ years.

BROAD EXPERTISE Experience across multiple technologies,
platforms, and disciplines.

TRUSTED CDW is the trusted PCI QSA for dozens of Fortune
500 companies.

COMPLETE SOLUTIONS CDW offers advisory, assessment and
technical testing to fully support your PCI Compliance program.
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ABOUT US

CDW offers a unique approach to

risk management, one that delivers

a unified strategy to address data
risk through a unique combination of
service offerings. CDW has brought
together industry-leading expertise
in cybersecurity, identity and access
management, data privacy and
analytics, internal auditing and hands-
on training services. By integrating
these services, we provide our clients
with the flexible support they need to
protect and leverage data across any
part of their organization.

CERTIFICATIONS

CISSP, OSCP, OSWE, CIPP, CISA,
SWIFT CSP and PCI-QSA

CDW



OUR SERVICES »

ANNUAL ONSITE AUDIT

Our team compares each requirement of the PCI
DSS with your current practices to determine your
compliance, and can issue a ROC and an AOC,

if compliance has been achieved.

PCI DSS READINESS ASSESSMENT AND
COMPLIANCE ROADMAP

Our team walks through the PCI DSS 4.0 with your
organization and identifies any gaps in compliance
and opportunities for improvement. Following

our evaluation, we provide an executive report
that contains definitive scoping information,

scope reduction strategies customized to your
environment, compliance gaps ranked by risk level,
and a comprehensive compliance roadmap with
actionable recommendations.

SELF-ASSESSMENT QUESTIONNAIRE
ASSISTANCE

Once you feel confident that your organization is
compliant, our team will walk through the self-
assessment questionnaire with you and help you
develop the best response and determine if there
are any weak points in compliance.

PCI ADVISORY AND QSA RETAINER SERVICES

Whatever PCI challenge your organization is facing,
our team can be your go-to subject matter expert.
When questions arise about PCl 4.0, scoping,
targeted risk analyses, SAQ options or other PCI
DSS decisions, CDW experts can provide definitive
answers by leveraging on our 15+ years of
experience working with customers on

similar issues.

PENETRATION TESTING

CDW'’s external, internal, segmentation validation,
web application, mobile application, and wireless
penetration testing services help you uncover hidden
vulnerabilities and prioritize security issues, allowing
you to make informed decisions to minimize risk and
reduce your attack surface.

PCI CLOUD ASSESSMENT

Our custom PCI cloud methodology allows our QSAs
to apply PCl security controls to cutting edge cloud
operations, including software- defined networking,
multitenancy, and third party management, as well
as management plane, API, automation script, and
container security.

ONGOING SUPPORT

Our team provides ongoing support to ensure that
new policies, procedures, and applications meet
compliance requirements, and also advise on any
ongoing security initiatives that may affect compliance
each year.

For more information, call your CDW account manager.
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