CDW Professional Services

Secure your
organization with
advanced firewall
solutions from Cisco.

Professional Services for
Cisco Secure Firewall

CDW helps customers design and deploy Cisco Secure Firewall solutions through our expert led
assessment and implementation services. Our Cisco-certified professionals can step in when you
need deployment or migration expertise, an experienced team for implementation bandwidth or
supportin the ongoing management of Cisco firewall technologies.

CDW’s Cisco Secure Firewall solutions safeguard our customers’ sensitive data and applications,
enhancing the efficiency of their IT teams, minimizing disruptions during transitions and ensuring
compliance with regulatory requirements such as PCI DSS, PII, HIPAA and GDPR.
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Finding the Right Solution

CDW’s Network Security Team leverages its Cisco expertise to provide a comprehensive portfolio of
professional services, which include:

« Design and implementation: After CDW helps you design your solution, we plan the firewall
deployment and help you implement it.

« Migration: If you are migrating to Cisco Secure Firewall from a different firewall brand, CDW
assists in prepping, building, testing and executing your migration to your new Cisco solution.

» Health check: CDW can provide you with an evaluative assessment that includes firewall
configuration and application firewall rules review as well as, SD-WAN rule and SLA target
validation. Our team provides a detailed findings report with guidance on best practices and can
support upgrades as requested.

« Adoption: This consultative engagement begins with a health check and may include an
evaluation of Cisco Secure Firewall feature usage, firewall feature enablement and tuning,
report building, customer implementation change validation, performance improvements,
troubleshooting as well as gap analysis and knowledge transfer.

CDW’s fulllifecycle of Services can support your organization no matter where you are on your journey
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Design Orchestrate Manage On-Premises On-Journey Cloud-Based

CDW + CISCO

No other Cisco Gold Partner in the world
offers CDW’s combination of expertise and
experience. We are a one-stop shop for Cisco
solutions, having attained the broadest
range of proficiencies across multiple
technologies.

Cisco Awards and Recognition

«  Partner of the Year

«  Data Center Partner of the Year

+  SMB Partner of the Year

+  Fed. Intelligence Partner of the Year
«  Commercial Partner of the Year

+  Gold-Level Partner and Integrator

Cisco Technical Specializations

«  Core Security

. Extended Detection and Response (XDR)
»  Secure Networking

+  Secure Network Management

«  Solution Secure Access Service Edge
(SASE)

«  Advanced Customer Experience
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Services Overview
Professional Services for Cisco Secure Firewall contains the following advanced capabilities:

Capability Available

Simplified firewall management: Cisco Secure Firewall Management Center (FMC) provides unified management of
firewalls, application control, intrusion prevention, URL filtering and malware defense policies.
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Intrusion prevention system: Secure Firewall provides faster threat protection with industry leading Snort 3 Intrusion
Detection and Prevention System (IDS/IPS).

Threat intelligence update: Cisco Talos Intelligence Group, one of the largest commercial threat intelligence teams in
the world, regularly provides actionable threat intelligence for Cisco customers.

Encrypted Visibility Engine (EVE): Gain control over encrypted traffic without decryption, allowing you to eliminate
performance bottlenecks and meet compliance requirements.

Al assistant for security: Interact with your firewall — to assist in policy identification and reporting, augment
troubleshooting and threat defense and automate the correction of misconfigurations, duplicate and legacy rules.

Zero Trust Application Access (ZTAA): Move beyond traditional “authorize then ignore” ZTNA models by adding
complete threat inspection and policy for each individual application.

Secure firewall cloud native: Built with Kubernetes and first available in AWS, Secure Firewall Native Cloud is a
developer-friendly application access solution for building highly elastic, cloud-native infrastructure.

Cloud-delivered management: Cisco Defense Orchestrator, the cloud-delivered firewall management solution, helps
you to manage policies consistently with the same look and feel, enabling you to lower operational costs.

Security analytics and logging: Highly scalable on-premises and cloud-based firewall log management with
behavioral analysis for real-time threat detection and faster response times.

Cisco XDR: Leverage the Cisco XDR platform to accelerate threat detection and remediation. Firewall Management
Center enables SecOps to instantly pivot to Cisco XDR open platform, accelerating incident response.
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Proofpoints

30+ 1,300+ 0+

Dedicated Cisco Experts with Cisco Cisco-certified Network/ Design

Resources Certifications Associates

700+ 100+ 650,000+

Cisco-certified Dedicated CDW Resources Billable hours to customers
Sales Experts using Cisco solutions
To learn more about Professional Services for Cisco Secure ]

Firewall, contact your account manager or call 800.800.4239. géiﬁe?
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