CDW Professional Services

Securely deploy
and configure firewalls
with expert-led training
from CDW.

Firewall Deployment
and Configuration Training

Misconfiguration is the leading cause of firewall failures, which can jeopardize secure access, expose
users and applications to threats, and result in significant data loss. Many organizations struggle to
find skilled talent capable of securely deploying, configuring and managing firewalls. This gap not
only increases security risks but also limits operational efficiency and compliance.

CDW offers comprehensive training that equips security engineers with the essential knowledge
and skills to effectively deploy and configure firewalls. Through expert-led instruction, participants
will learn to identify and resolve performance issues, ensuring their firewalls provide necessary
protection and adapt to evolving security requirements.

Firewall Deployment and Configuration Training can help you achieve:
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CDW provides courses in firewall deployment, configuration, maintenance and troubleshooting

for leading firewall vendors, including Palo Alto Networks, Fortinet and Cisco. Our trainings use
vendor-accredited courseware, qualified instructors and immersive and interactive digital labs. With
introductory to advanced courses on the top firewall technologies, CDW offers you and your team
everything needed to deploy, configure and manage your firewall solutions.

« Interactive Instruction: Most courses seamlessly blend instructor-led training with interactive
lab activities, ensuring your new knowledge turns into new skills.

«  Latest Insights: Course materials are always up-to-date, ensuring your training is current with
the latest product and software releases.

« Instructors: Each course is led by a certified instructor, vetted by both the vendor and CDW,
which has demonstrated excellence in delivery, technical skills and classroom management.

«  Training Credits: As a partner to leading firewall vendors, CDW accepts vendor training credits
for many of our firewall courses.

»  Flexible Delivery: CDW offers most training in virtual and classroom settings, with open
enrollment for individuals and small groups or private sessions for teams and large groups.

CDW’s fulllifecycle of Services can support your organization no matter where you are on your journey
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CDW has longstanding, award-winning
partnerships with major firewall vendors.

Palo Alto Networks

«  Authorized Training Partner of the Year
for the Americas

. Americas Partner of the Year
. Global Partner of the Year
. Diamond Innovator Partner

. State, Local and Education Government
Partner of the Year

. Federal Partner of the Year
Fortinet
. Partner of the Year

«  Largest Fortinet partner with the
highest pricing discount level

«  Highest partner certification with
Fortinet

+  Authorized Training Partner

Cisco

. Partner of the Year

«  Data Center Partner of the Year

+  SMB Partner of the Year

+  Fed. Intelligence Partner of the Year
«  Commercial Partner of the Year

+  Gold-Level Partner and Integrator
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Services Overview

CDW offers many courses on leading firewall platforms, including the sample listed below:

Course Name Length Cost

Palo Alto Networks

Firewall Essentials: Configuration and Management 5days | $5.000

+  Enhance your understanding of how to configure and manage Palo Alto Networks Next-Generation Firewalls. y ’

Panorama: Managing Firewalls at Scale 2days | $2,000

+  Gainin-depth knowledge about how to configure and manage a Palo Alto Networks Panorama management server. y ’

Firewall: Troubleshooting . . . 3days | $3,000

+  Learnto troubleshoot the full line of Palo Alto Networks Next-Generation Firewalls.

Prisma Access SASE Security: Design and Operation 4days | $4,000

+  Better protect your applications, remote networks and mobile users using a SASE implementation. y ’

Prisma SD-WAN: Design and Operation 5days | $5.000

«  Learnto configure, operate and troubleshoot the next-generation Prisma SD-WAN solution. y ’

Fortinet

FortiGate Administrator

«  Learn how to protect your networks using the most common FortiGate features. 4days | 33,800

FortiGate Immersion

« Thisisalab-only course, where you are assigned a series of do-it-yourself (DIY) configuration tasksin a 1lday $950
virtual lab environment.

FortiGate Bootcamp . . . . 5days | $4,750

+  Thisisacombination of the FortiGate Administrator course and the FortiGate Immersion course.

FortiManager . . o . . 2days | $1,900

+ Learn how to use FortiManager for the centralized network administration of many FortiGate devices.

FortiAnalyzer Administrator 1da $950

+ Learn how to deploy, configure and secure FortiAnalyzer, as well as how to register and analyze devices. Y

Cisco

SFWIPF — Fundamentals of Cisco Firewall Threat Defense and Intrusion Prevention

+ Implement and configure Cisco Secure Firewall Threat Defense for deployment as a next-generation firewall at the 5days | $4,000
internet edge.

SCOR — Implementing and Operating Cisco Security Core Technologies

+  Masterthe skills and technologies needed to implement core Cisco security solutions to provide advanced threat 5days | $4,000
protection against cybersecurity attacks.

SDWFND — Cisco SD-WAN Operation and Deployment 2days | $2.200

+  Deploy, manage and operate a secure, programmable and scalable SD-WAN fabric using 10S XE Cisco SD-WAN products. y ’

SFWIPA — Advanced Techniques for Cisco Firewall Threat Defense and Intrusion Prevention

+  Deploy and configure Cisco Secure Firewall Threat Defense system and its features as a data center network firewall 5days | $4,000
or as an Internet Edge firewall with VPN support.

SSFRules — Securing Cisco Networks with Snort Rule Writing Best Practices 3days | $3,000

. Learn to write rules for Snort, an open-source intrusion detection and prevention system.

Certifications
CDW has received the following recognition from our partners:

ERTINET afea]n

Authorized Authorized CIsco
Training Partner Training Center Partner

To learn more about Firewall Deployment and Configuration Training, contact your
account manager, call 800.800.4239 or email us at authorizedtraining@cdw.com.
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