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WE GET XDR STARTS
WITH THE RIGHT TECHNICAL
TRAINING FOR YOUR PEOPLE.

CDW Amplified” Information Security
Palo Alto Networks Cortex XDR 2: B
Prevention, Analysis and Response (EDU-260) <

Palo Alto Networks Cortex XDR 2: Prevention, Analysis and Responseis a Palo Alto-authorized
training course, delivered by certified instructorsin virtual and classroom settings. Successful
completion of this three-day, instructor-led course will enhance your understanding of how to
install Cortex XDR agents, manage content updates, configure and manage Cortex XDR from
its management console, understand fileless attacks and behavioral threat protection, build
policy rules and profiles, and work with incidents and alerts including triaging, analyzing and
investigation.

Palo Alto Networks Cortex XDR 2: Prevention, Analysis and Response can help you:

Maximize @ Acquire Prepare for
ROI Skills Certification

Course Overview

The Palo Alto Networks Cortex XDR 2: Prevention, Analysis and Response course combines
instructor-led training and interactive hands-on labs to help students enhance their
understanding of how to install Cortex XDR agents, manage content updates, and configure and
manage Cortex XDR from its management console to protect endpoints against exploits and
malware. The course will help you to:

Differentiate the architecture and components of Cortex XDR

Describe the threat prevention concepts for endpoint protection

Work with the Cortex XDR management console

Differentiate exploit and malware attacks and describe how Cortex XDR blocks them
Perform appropriate response actions

Describe the Cortex XDR causality analysis and analytics concepts

Triage andinvestigate alerts, and manage incidents

Manage Cortex XDR rules and investigate threats through the Query Center

CDW is an Authorized Training Partner of Palo Alto Networks. All courses are delivered and
taught by certified instructors through CDW's workforce development arm, Focal Point
Academy. The technical curriculum has been developed and authorized by Palo Alto Networks
and helps provide the knowledge and expertise to prepare you to protect your digital way of life.

Target Audience and Prerequisites

This courseisideal for cybersecurity analysts and security operations specialists. Students
must be familiar with enterprise security concepts.
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Level: Intermediate
Duration: 3 days
Format: Lecture and hands-on labs

Platform support: Palo Alto Networks
Cortex XDR Pro per Endpoint and Pro
per TB

COW GETS PALO ALTO NETWORKS

Palo Alto Networks enables you to secure
access, protect users and applications,
and control data — from anywhere. With
our deep expertise in providing Palo Alto
Networks solutions, CDW can assist with
all aspects of your Palo Alto Networks
environment.

In addition to deep services expertise,
CDW is a Palo Alto Networks Authorized
Training Partner. Our instructors have been
certified by Palo Alto Networks, having
demonstrated exceptionally high levels of
technical and presentation skills.

Furthermore, CDW has been named Palo
Alto Networks State, Local and Education
Government Partner of the Year, Federal
Partner of the Year, Americas Partner of
the Year, Global Partner of the Year andis a
Diamond Innovator Partner.
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Course Modules

The Cortex XDR 2: Prevention, Analysis and Response courseincludes the following modules:

Course Module Module Name

1 Cortex XDR Family Overview

2 Working with the Cortex Apps

3 Getting Started with Endpoint Protection

4 Malware Protection

5 Exploit Protection

6 Expectations and Response Actions

7 Behavioral Threat Analysis

8 Cortex XDR Rules

9 Incident Management

10 Search and Investigate

1 Basic Troubleshooting
Certifications

CDW has achieved numerous certifications from Palo Alto Networks, including:
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