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Sophos Endpoint and Sophos Workload Protection Third-party Endpoint, Microsoft, and Google Workspace integrations are included with Sophos XDR and MDR subscriptions at no additional charge.
solutions are included with Sophos XDR and MDR. Integration Packs for other non-Sophos solutions are available as add-on subscriptions for each integration category.

Other Sophos integrations require an Licensing is based on the total number of users and servers.
applicable subscription for the Sophos product.
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Presenter Notes
Presentation Notes
To defend against active adversaries, organizations need full visibility across all key attack surfaces – not just endpoints.

For the best possible outcomes, we provide an expansive portfolio of Sophos ‘XDR-ready’ solutions, that all integrate seamlessly into the XDR platform.
Sophos Endpoint, Sophos Server Protection, Sophos Mobile, Sophos Email, Sophos Cloud Optix, Sophos ZTNA, Sophos Firewall
and now also, Sophos NDR

But in many cases, customers aren’t always able to consume all our solutions.

And that’s where our extensive ecosystem of non-Sophos technology integrations come in.

We’ve introduced a comprehensive range of additional third-party integrations.�comprising Endpoint, Firewall, Network, Email, Identity, Cloud and Productivity solutions.

Customers benefit from greater visibility, analysis, and prioritization of threat detections across multiple threat surfaces, all within a single XDR platform.

It enables them to get a greater return on their existing technology investments and meets them where they are - negates the need to rip-and-replace those existing tools right away.

These are the same suite of integrations that you sell today for Managed Detection and Response – now available to customers who prefer to manage their own detection and response efforts, using XDR.�



Included Integrations

@ Sophos XDR

The only XDR platform that combines native
endpoint, server, firewall, cloud, email, mobile,
and third-party integrations.

ﬂ Sophos Firewall

Monitor and filter network traffic to stop threats
before they have a chance to cause harm.
Xstream Protection subscription required.

=. Microsoft Security Suite

= Microsoft Defender for Endpoint

= Microsoft Defender for Office 365
= Microsoft Defender for Cloud Apps
= Microsoft Defender for Identity

= Microsoft Entra ID Protection

= Microsoft 365 Defender

= Microsoft Purview DLP

= Office 365 Management Activity

E Sophos Endpoint

Endpoint Prevention and EDR that stop advanced
threats and detect malicious behaviors—including
attackers mimicking legitimate users.

Sophos Network Detection
and Response

Continuously monitor activity inside your
network to detect suspicious actions and lateral
attacker movement.

Google , :
Workspace Google Security Suite
= Google System Defined Rules = Alert Center

= Suspicious Activities
= Malware and Phishing = Access Control

= User and Device Activity

= Authentication

= Data Control

m Sophos Cloud Optix

E Sophos Email

Stop cloud breaches and gain visibility
across your critical cloud services, including
AWS, Azure, and Google Cloud Platform.

Protect your inbox from malware and benefit
from advanced Al that stops targeted
impersonation and phishing attacks.

[ ]

Third-Party Endpoint Protection

Compatible with...

= Microsoft = Symantec (Broadcom)
= CrowdStrike = Trend Micro

= SentinelOne = BlackBerry (Cylance)

Includes 90 days of data retention
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Add-Ons

— Firewall

Compatible with...
= Barracuda

= Check Point
= Cisco
= F5

= Forcepoint

= Fortinet

= Palo Alto Networks
= SonicWall

= WatchGuard

@ Identity

Compatible with...

= AuthO = ManageEngine
= Cisco ISE = Okta
= Duo

Microsoft integration included

Q Cloud

Compatible with...
= QOrca Security

Integrations with AWS, Azure and GCP are available via the
Sophos Cloud Optix product, sold separately

J .
50 Network Security

Compatible with...

= Cisco Umbrella
= Darktrace

= Secutec

= Skyhigh Security

= Thinkst Canary
= \ectra
= /scaler

<] Email

Compatible with...
= Mimecast = Proofpoint

Microsoft 365 and Google Workspace integrations included

——]
Backup and Recovery

Compatible with...

= Acronis = Rubrik = \Veeam

[i—] Data retention
1-year retention add-on

m Sophos Managed Risk

Powered by Tenable

Add-on service for Sophos MDR

Integration Packs and the Data Retention Pack are available for Sophos MDR and Sophos XDR. All Integration Packs are licensed based on the total number of Sophos MDR/XDR seats (users+servers).

Sophos Managed Risk is available as an add-on service for Sophos MDR only.

SOPHOS




	SOPHOS XDR | SOPHOS MDR �Solution Integrations 
	Visibility Across All Key Attack Surfaces
	Included Integrations
	Add-Ons

