
SonicWall Product Line: At-A-Glance

Next-Generation Firewalls

High End: NSsp Series
Firewalls are designed for large 
distributed enterprises, data centers 
and MSSPs, offering high-speed 
protection, high port density and 
up to 100 Gbps firewall inspection 
throughput. 

Mid-Range: NSa Series
Industry-validated security 
effectiveness and performance for 
mid-sized networks, branch offices and 
distributed enterprises. 

Entry Level: TZ Series
Integrated threat prevention and 
SD-WAN platform for home, small/
medium organizations and SD-Branch 
deployments.

SOHO & MicroSMBs: TZ80
Best-in-class threat protection for 
your small office, home office, IoT, 
and MicroSMBs, with easy cloud 
management for remote deployments.

Virtual: NSv Series
Virtual firewalls with flexible 
licensing models to shield all critical 
components of your public and private 
cloud infrastructure.

SonicWall firewalls include DNS and 
reputation-based content filtering 
to block malicious websites and 
applications, and help guide policies on 
web content display using reputation 
scores. Expanded storage for audit 
files, Network Access Control (NAC) 
integration and automated updates 
increase ease-of-use.

SonicWave Series
Advanced security, performance 
and scalability enhanced by Wi-Fi 6 
support, managed through the cloud 
with SonicWall Wireless Network 
Manager or Network Security Manager.

SMA Series 
Simple, policy enforced secure access 
to network and cloud resources.

SonicWall Switch
Delivers intelligent switching for next-
generation secure connectivity of SMB 
and SD-Branch deployments.

Capture Security appliance (CSa)
On-premises file testing and 
malware prevention.

Management, Reporting & Analytics
SonicWall Unified Management 
Network Security Manager
Wireless Network Manager
Manage firewalls, wireless, and 
switching from one platform with 
centralized visibility, real-time insights, 
and automated workflows that simplify 
operations and strengthen security.

Capture Client
An easy-to-deploy unified client 
powered by a dual engine that delivers 
layered defenses and enterprise-grade 
threat prevention and protection, all 
while streamlining management silos. 
Secure endpoints both on-prem and off 
networks seamlessly.

Cloud Secure Edge
SonicWall Cloud Secure Edge (CSE), 
formerly Banyan Security, is an easy-
to-adopt Security Service Edge (SSE) 
solution, enabling your workforce 
to access any resource from any 
device securely. It delivers simple, 
secure, zero-trust access to private 
and internet resources for all your 
employees and third parties, regardless 
of their network location. To accomplish 
that, CSE combines the functionality of 
multiple traditional network appliances 
– remote access VPN, web proxy, 
firewall, etc. – into a unified cloud-
delivered solution, improving the 
security posture and user experience 
for the entire workforce.
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Next-Gen Firewall Subscription Services
Essential Protection Service Suite
provides all essential security services 
needed to protect against known & 
unknown threats. This includes Capture 
Advanced Threat Protection with RTDMI 
Technology, Gateway Anti-Virus, Intrusion 
Prevention and Application Control, 
Content Filtering Service, Comprehensive 
Anti-Spam Service, Network Visibility, 
Cloud Management and Orchestration, 
Report Summary, and 24x7 Support.

Advanced Protection Service Suite
provides advanced security for the 
network. This bundle includes essential 
bundle services along with cloud 
management and cloud-based reporting 
for 7 days with cloud-based reporting and 
analytics for 7 days.

Managed Protection Service Suite
includes all Advanced Protection service 
offerings plus extended Reporting 
& Analytics for 30 days, and firewall 
management services including monitoring 
& firmware upgrades.

Embedded Cyber Warranty
All service suite bundles include 
embedded cyber warranty that runs up to 
USD $200,000. The warranty is offered to 
mitigate costs of security breach, meet 
compliance requirements and promote 
peace of mind.

SonicSentry MXDR
Provides the power of a 24/7/365 
expert SOC behind endpoint, cloud, and 
network for monitoring and incident 
response across the attack surface. 

For endpoint monitoring, we support 
several NGAV/AV options including 
Capture Client, Sentinel One, Aurora 
Endpont Defense, Windows Defender, 
and Sophos. 

Network device monitoring can be 
applied to any firewall, switch, server, or 
other device from any maker.

Cloud and identity monitoring can stop 
bad logins, admin escalations, and 
MFA anomalies across Microsoft 365, 
Google Workspace, Slack, Salesforce, 
and more.

Cloud Email Security is available both 
with and without SOC monitoring to 
prevent phishing emails from ever 
reaching users’ inboxes.
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