
C ity, county and state governments have an unprecedented 
opportunity to obtain new funding to harden their defenses 

against ransomware and other cybersecurity threats. The State 
and Local Cybersecurity Improvement Act, passed in 2021 as 
part of President Biden’s massive federal infrastructure bill, 
enables the federal government to disburse up to $1 billion in 
cybersecurity grants to state and local agencies. 

This brief will help state and local government jurisdictions 
understand the fundamentals for securing and using these grants. 

We explore:
 Why agencies need to seek this funding
 How to develop the required cyber defense plan 
 The crucial role of data backup and recovery in data security 
 What to look for in a data security technology partner 

The act’s specific grant application requirements are beyond the 
scope of this brief. Rather, we discuss a broad framework of policies 
and strategies that will prove crucial to qualifying for funding.  

Why Agencies Should Apply for Cybersecurity Grants 
The Cybersecurity Improvement Act gives public agencies important 
resources to strengthen their cyber resilience and data recovery 
capabilities. Recovery is especially important because ransomware 
attackers typically target backups as well as primary systems. 

These are the best reasons to apply for this funding: 

Increasingly sophisticated attacks. U.S. government agencies 
at every level are being targeted, says Aaron Lewis, director of 
public sector solutions engineering for Rubrik, which specializes in 
enterprise data protection and resilience. “The IT administrator at 
the water utility in Iowa is not thinking bad actors are trying to get 
into his system — but they are,” Lewis says. “Cybersecurity funding 
from the act can help agencies fend off these attacks. “

Zero-Trust emphasis. The act encourages a move toward Zero-
Trust security, which presumes attackers can breach traditional 

network perimeter defenses. A Zero-Trust architecture uses 
identity management and other controls to make sure adversaries 
have nowhere to go once they’re inside the network perimeter.     

Formal defense strategy. Agencies must have a documented 
cyber defense plan to win funding through the act. Creating a 
plan not only positions agencies to capture grant dollars, it also 
gives them a sound strategy for thwarting ransomware, nation-
state actors and other advanced threats. 

Crafting a Thorough Cyber Defense Plan 
The act requires grant applicants to craft a formal cyber defense 
and data resilience program that recognizes the full scope of 
potential cyberattacks. The plan must include best practices for 
preventing intrusions and restoring systems if adversaries succeed 
in breaching an organization’s defenses. 

“The whole point of the act is for the federal government to work 
with state and local agencies to implement some real cyber-
mitigation strategies,” says Laine Cavazos, national practice 
manager for state and local government and education at Rubrik. 
“The funding, then, is to actually implement the cyber defense 
plan, with the goal of bolstering the defenses of governments that 
are typically underfunded and often the targets of cyberattacks.”

Besides framing the applicant’s approach to Zero-Trust security, 
the cyber defense plan’s provisions should, at a minimum, include: 

 An endpoint detection and response solution 
demonstrating an ability to prevent cyber intrusions 

 A logging capability that analyzes system events, activities 
and identities to help pinpoint anomalies and flag 
malicious intent 

 A recovery plan and incident response playbook for 
restoring systems after an attack 

 Metrics to measure progress toward mitigating cyber risks, 
such as reduced time to recover

Cavazos notes that the federal Cybersecurity and Infrastructure 
Security Agency (CISA) will provide extensive guidance for 
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agencies applying for grants under the act. “Agencies will need 
to work closely with CISA and their regional CISA cybersecurity 
advisor to put together a solid plan,” she says.   

Understanding the Role of Backup and Recovery
The rise of ransomware puts data backup and recovery front-
and-center in a comprehensive strategy for information security 
and resilience. Because effective backups remove incentives to 
pay ransoms, ransomware bots usually include data backups in 
their attacks. 

These realities underscore why the act requires a resilient approach 
to data security and recovery. The foundation of resilience is a 
continuity of operations plan (COOP) that provides a roadmap for 
quickly recovering a site, application or system after it goes down. 

A robust COOP requires: 
 A platform that specifically protects data from malicious 

edits, changes and deletions
 An automated capability that goes beyond recovery — 

including the ability to investigate and quickly determine an 
incident’s blast radius in response to an attack or outage

 A Zero-Trust architecture that requires authentication 
and verification of all users, identities, services, ports and 
protocols for each transaction and request

Lewis adds that it’s not enough to formulate a COOP — it must 
be tested. “Agencies often don’t have the time or the budget for 
testing, or they may simply be afraid to take systems down and 
recover them,” he says. Agencies need a software solution that 
can run live tests to prove the resilience of their COOP. That way, 
they’re certain backups will be there when they need them.    

What to Look for in a Data 
Security and Resiliency Partner
State and Local governments seeking funding through the act 
should consider partnering with one of the many technology 
vendors that have developed advanced data security and 
recovery capabilities. These are some qualities to look for when 
evaluating data security providers and solutions:

Immutable backups. Immutable files are unchangeable, like the 
elements of a blockchain. “If you can make any edits or changes 
to a file system, then that file system is not immutable,” Lewis 

says. “That makes it susceptible to attack, encryption, data theft 
and exfiltration.” Immutability gives backup systems an extra 
layer of resilience.  

Deep security experience. Look for vendors with direct 
experience working with national security agencies, which 
routinely face threats from nation-states and other sophisticated 
adversaries. The best vendors also have a broad portfolio of 
public sector clients in agencies of all sizes at the federal, state 
and local levels. 

Comprehensive platforms. The top solutions in this space use 
strong countermeasures that lock down everything in the backup 
realm: identity, users, policies, configurations, services and the 
file system. Also, data should be encrypted in transit and at rest. 

Embracing the State and  
Local Cybersecurity Improvement Act
The State and Local Cybersecurity Improvement Act gives 
agencies a unique chance to protect their digital assets. Working 
with an experienced partner may improve an organization’s odds 
of winning funding through the act. 

Agencies will need to provide detailed information on specific 
security issues and how they plan to address them. Applicants will 
also likely need to provide metrics that quantify the effectiveness 
of their efforts, says Cavazos.

“Ultimately, you’re going to have to show the funding will actually 
make an impact,” she says.  

Formal grant guidance from CISA is expected this spring, with the 
initial fiscal 2022 funds distributed later this year. Now is the time 
for organizations to prepare for this unprecedented opportunity 
to strengthen cybersecurity and resilience.
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Rubrik, the Zero Trust Data Security CompanyTM, delivers data security and 
operational resilience for enterprises. Rubrik’s big idea is to provide data 
security and data protection on a single platform, including Zero Trust Data 
Protection, Ransomware Investigation, Incident Containment, Sensitive Data 
Discovery and Orchestrated Application Recovery. This means your data is 
ready so you can recover the data you need and avoid paying a ransom. 
For more information please visit www.rubrik.com and follow @rubrikInc 
on Twitter and Rubrik, Inc., on LinkedIn. 
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