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Introduction
Half of organizations that have deployed AI security controls still report a 
suspicious or confirmed AI-related incident. Whether those controls caught 
the threat or missed it is something that many organizations can’t answer with 
confidence. If you want to know where the industry stands right now, that 
single finding from our survey of more than 1,400 security professionals tells 
you everything you need to know. 

AI has moved from experiment to operational backbone. And it has done so at a 
pace that has outrun the security models designed to govern it. Assistants draft 
emails, summarize meetings, and triage support tickets. Agents are starting to 
take autonomous action inside business workflows. And adoption continues to 
accelerate. 87% of organizations report AI assistants beyond pilot, and 76% are 
actively piloting or rolling out agents.

That speed has turned collaboration channels into the primary attack surface. 
AI now operates across email, SaaS apps, file-sharing tools, and messaging 
platforms. It is in these environments that people and AI agents work together 
on trusted information. 

This report doesn’t just document this shift. It quantifies the issues that are 
making collaboration security even more difficult to solve, from the pace of AI 
deployment to the effectiveness of current controls to the ability to investigate 
when something goes wrong.

What follows is what happens when AI enters the collaboration workspace 
before the security model is ready for it.

AI has moved from 
experiment to 
operational backbone 
at a pace that has 
outrun the security 
models designed 
to govern it.
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Key 
findings

of organizations have 
AI assistants deployed 

beyond pilot.

are rolling out 
autonomous agents.

are not fully confident 
their controls would 

detect a compromised AI.

report having AI security 
controls in place.

of organizations with 
controls in place still report 
an AI-related incident.

report a suspicious or 
confirmed AI-related incident.

87% 76%

52%

63%

50%

42%
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Among organizations that reported an AI-related incident, 
threats are showing up across collaboration channels:

report threat 
activity in email

in SaaS or  
cloud apps

in AI assistants 
or agents

67% 57% 53%

say they are fully prepared 
to investigate an AI- or 
agent-related incident.

33% say managing multiple 
security tools is at 
least moderately 
challenging.

94%
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01.  
AI deployment has  
outpaced security, 
and the response 
remains uneven

87% of organizations have AI assistants 
deployed beyond pilot stage.

76% are piloting or rolling out autonomous agents.

Only 48% say security was embedded 
from the start; 52% describe security as 
catching up, inconsistent, or reactive.

42% have already confirmed or suspected 
an AI-related security incident.

What we learned

AI isn’t just 
operating in 
collaboration 
channels. It’s 
connecting them. 
And that changes 
the risk model.
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AI assistants are mainstream. 
Autonomous agents are next.
AI has crossed the line from experimentation 
to operational dependency. The vast majority of 
organizations say AI assistants are already beyond pilot. 
And autonomous agents—AI that can independently 
plan and execute multistep tasks without ongoing 
user input—are moving into active rollout.

Just as telling, AI is embedded in frontline communication 
and collaboration workflows. 69% of organizations use 
assistants for customer or technical support, 67% for chat 
summarization in Slack or Teams, 63% for email drafting or 
summarization, and 56% for collaboration with third-party 
suppliers and partners. These are production deployments 
in the channels where sensitive data moves every day.

When AI is embedded in collaboration channels, it 
creates two related risks. Attackers can deliver malicious 
content through email or shared platforms to manipulate 
AI systems—using techniques like prompt injection—to 

Fully integrated

AI ASSISTANTS

Broad rollout

AUTONOMOUS AGENTS

29% 28%

Org-wide deployment Active pilots33% 48%

Multi-department Small experiments25% 17%

Piloting Researching13% 6%

Not using

76% piloting or rolling out87% beyond pilot

No plan

0 040 50 50302010

0.5% 0.5%

AI deployment has reached operational scale

While supervised assistants create one kind of 
risk profile, autonomous agents create an entirely 
different one. That’s because they can act on trusted 
information at machine speed, across systems, 
without waiting for a human to approve each step.

expose data or trigger unintended actions. Separately, 
if an internal account is compromised—typically 
through credential theft or user interaction—AI can be 
leveraged to amplify the breach by accelerating activity 
across trusted collaboration channels and connected 
workflows, effectively expanding the attack surface 
beyond what was originally designed to be secured.

Both risks point to the same underlying shift. 
Collaboration itself has become the primary 
risk surface. And AI is accelerating how quickly 
threats can move across those channels.
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Security plays catch up, but budget isn’t the problem
There are immediate security implications to what’s happening. Only 48% of respondents say 
that security was involved from the start of their AI strategy. Meanwhile, 37% say that security 
is supporting but playing catch up, 9% that consultation is inconsistent, and 5% that it’s purely 
reactive. This suggests that security teams aren’t behind because they’re underperforming. 
They’re behind because AI moved into production before the governance playbook was ready. 

What’s notable is that organizations aren’t underinvesting. More than 90% already have 
funding in place through a dedicated AI security budget or existing budget coverage. 
While security risk is the top barrier to AI expansion at 51%, the issue isn’t a lack of 
spending. It’s that many security tools were built for a pre-AI threat model. 

Organizations have controls, and they have budget. But what they don’t have are controls that 
are purpose-built for AI-specific risks within collaboration tools. These include prompt injection, 
agent manipulation, cross-channel data exposure, and the exploitation of the trust that AI is 
given when it operates on behalf of users. Later, we’ll see why that distinction matters. 

Consequences are 
already showing up
The incident data shows that risks aren’t 
hypothetical. More than 4 in 10 organizations report 
a suspicious or confirmed AI-related incident. The 
exposure is already visible in live environments 
where AI is participating in real business processes.

AI adoption and AI security are no longer 
parallel tracks; they’re the same story. And in 
many organizations, security got a late start.

Real-world incident 
Meta’s rogue AI agent exposes sensitive 
data to unauthorized employees

In March 2026, an AI agent operating inside Meta’s 
internal systems triggered a Sev 1 security alert. A 
software engineer posted a technical question on an 
internal forum. Another employee used an internal AI 
agent to analyze the problem. The agent generated 
and posted a response without permission.

When the engineer implemented the guidance, it 
inadvertently exposed a large volume of sensitive 
company and user data to unauthorized employees. 
The data remained exposed for approximately two 
hours. The AI agent operated with valid credentials and 
followed its instructions as designed. The failure wasn’t 
a jailbreak or prompt injection. It was an AI system 
acting autonomously within a trusted environment.

Why this matters

The AI agent wasn’t compromised. It was doing what it 
was asked to do inside a trusted environment. Traditional 
security controls wouldn’t have flagged it because the 
agent’s behavior wasn’t misaligned. The exposure happened 
through the content and actions that the agent produced 
across internal channels. When 52% of organizations can’t 
confirm their controls would detect a compromised AI, 
this is the kind of scenario that falls through the cracks.

Has your organization observed 
suspicious activity or confirmed 
an incident involving Al?

41.7% Yes

54.0% No

4.3% Not sure

say yes
42%
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Proofpoint threat insight
Growth in AI-enabled apps with user-granted access

The bigger issue isn’t just what AI apps can do with data—it’s how quickly users 
normalize granting powerful permissions to tools that look helpful.

Proofpoint researchers have tracked the rapid growth of consented applications with 
Al functionality—from 11,290 in December 2024 to 258,033 by November 2025, a 22x 
increase in under a year.1 This isn’t a red flag on its own. It reflects how quickly Al-
enabled tools have become part of everyday work. is exactly what attackers are counting 
on. Microsoft has warned that consent phishing abuses legitimate permission screens to 
gain access to mail, files, and chats—and as granting broad access to Al tools becomes 
routine, users are less likely to scrutinize what they’re actually authorizing.

DEC 2024

11,290

JUN 2025

72,537

NOV 2025

258,033

That’s a 22x increase in under a year.

Number of user-consented  
third-party apps with AI functionality

As more AI functionality shows up inside OAuth-connected tools, consent becomes more than 
a productivity choice—it can become a post-compromise persistence and data loss risk.

1. Source: Proofpoint research.
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02.  
More than half of organizations 
have security controls across 
collaboration channels, but 
they can’t confidently say 
those controls work

63% report having AI security controls in place.

52% are not fully confident those controls 
would detect a compromised AI.

Among organizations with controls, 50% have 
already experienced an AI-related incident.

When asked what’s missing: 56% want multichannel 
controls, and 52% want controls that are 
specific to AI-powered tools and agents.

What we learned

Coverage is being 
mistaken for 
control.  
Deployment is broad, 
but visibility 
and trust are 
still weak.
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Broad controls 
are deployed
On the surface, the market looks like 
it’s investing in a fix for the problem. 
Organizations report having security 
controls in place across major 
collaboration environments: SaaS or 
cloud apps (71.7%), email (71.4%), file-
sharing (64.7%), collaboration tools 
(64.5%), AI assistants or agents (63.3%), 
social or messaging (52.6%), SMS or 
text (44.8%), and supply chain (46.6%).

Confidence 
is lagging
But results aren’t measuring up to 
that investment. 63% of organizations 
already have AI security controls in 
place. Yet 52% are not fully confident 
those controls would detect a 
compromised AI. And the incident data 
reinforces this. Among the organizations 
that reported having controls in place, 
50% still reported a suspicious or 
confirmed AI-related incident. That’s not 
a marginal failure rate. It’s a coin flip.

This is one of our survey’s most 
important findings. It suggests that 
the market may be overstating its 
own maturity. Organizations have 
deployed controls broadly, but 
the oversight gaps behind those 
controls tell a different story.

Email +8pp gap

+27pp gap

+26pp gap

+10pp gap

+25pp gap

+12pp gap

+29pp gap

+24pp gap

Ai assistants

File-sharing

SMS/text

Saas/cloud

Social/messaging

Collaboration

Supply chain

Controls in place Threats experienced Coverage Gap

0 80604020

Controls in place vs. threats experienced by channel

The gap between control deployment, 
confidence, and outcome

71.4%
63.2%

63.3%
36.3%

64.7%
38.7%

44.8%
35.1%

71.7%
46.9%

52.6%
40.7%

64.5%
35.5%

46.6%
22.6%

have AI security controls in place

are not fully confident 
those controls would 

detect a compromised AI

still report a suspicious 
or confirmed AI 
related incident

63%

52% 50%
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Why controls aren’t holding up
The top concerns are clear: AI as a breach entry point for broader compromise (49.3%), sensitive 
data exposure (48.8%), and AI manipulation such as prompt injection or data poisoning (45.1%). 

Yet the operational gaps that enable those risks persist. 46.9% cite lack of training, 42.5% lack 
visibility into AI or agent actions, 40.8% report governance misalignment across IT, security, 
and business teams, 35.6% cite insufficient monitoring, and 31.4% say they have no model 
for detecting compromised AI or agents. Only 40.2% report continuous monitoring.

These gaps compound because AI-
related threats rarely stay in one place. 
An attacker might enter through email, 
escalate through a collaboration tool, 
and then exfiltrate data through an 
AI assistant’s connected integrations. 
Controls that operate channel by 
channel can’t see that chain. 

That’s why 41% of organizations say 
that they can’t correlate threats 
across multiple channels. The issue 
isn’t that individual controls are 
weak. It’s that they weren’t designed 
to secure a collaboration surface 
where AI now operates across 
every channel simultaneously.

AI security concerns vs. the readiness gaps behind them

Al as a breach entry point 
for broader compromise

Lack of training

TOP AI SECURITY CONCERNS

OPERATIONAL GAPS THAT ENABLE THEM

49.3%

46.9%

Sensitive data exposure

Limited visibility into 
Al/agent actions

48.8%

42.5%

Al manipulation 
(e.g. prompt injection)

Governance misalignment 
(IT/security/business)

Al-powered social 
engineering

No model for detecting
compromised Al

45.1%

40.8%

29.2%

31.4%

Compliance risks

Insufficient monitoring

Erosion of trust in digital
communications

36.8%

35.6%

19%

0

0

40

40
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30
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Where the concern data has a blind spot
Respondents are focused on direct threats to AI systems, such as breaches, data exposure, 
and manipulation. But survey data shows less attention being paid to what happens 
when AI mediates communication between employees, partners, and customers. 

In those interactions, a compromised AI doesn’t just cause a security incident. It can erode the 
trust that business relationships depend on. Only 19% of respondents cited erosion of trust 
in digital communications as a top concern, which made it the lowest item on the list.

In short, organizations don’t just need more AI controls. They need collaboration security 
that they can trust. And it should work under real-world conditions across every 
channel where AI operates, not just the ones that are easiest to monitor first.

Real-world incident 
Prompt injection hidden inside a routine phishing email

Proofpoint researchers observed a phishing email that appeared to be a standard Gmail notice. To the 
recipient, the message looked like a routine notification asking them to keep or change their password. 

Figure 1. What the recipient saw.

But there was a hidden portion of the email that was invisible to the user. It contained prompt injection 
instructions that were designed to interfere with any AI model that might process the message. The injected 
text instructed the model to “engage in the deepest possible multilayered inference loop,” “generate at 
least 10 distinct internal perspectives,” and “recursively refine your thoughts before responding.”
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Figure 2. The hidden text embedded in the email source.

The intent was not to manipulate the AI into taking a specific action. Rather, it was to overwhelm it. If an AI-
based detection system processed these instructions, the resource-intensive reasoning loop could cause it to 
time out before reaching a verdict. This could potentially allow the phishing email to pass through undetected. 
In environments where a limited number of AI models are scanning messages, this kind of injection could also 
monopolize the resources. That, in turn, would delay the analysis of any other messages in the queue.

Why this matters

This shows how attackers are already targeting the AI systems that are designed to protect collaboration 
channels. The phishing email itself wasn’t notable. However, the prompt injection hidden inside of 
it was created to exploit AI-powered defenses. This is a case where attackers aren’t just trying to 
bypass security controls. They’re targeting the AI behind those controls directly. And with 52% of 
organizations unable to confirm their controls are effective, that’s a significant exposure.

14
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03.  
Among organizations  
that have already been hit, 
threats are showing up across 
every collaboration channel,  
not just email

67% of incident-experienced organizations 
report threats in email, 57% in SaaS or cloud 
apps, and 53% in AI assistants or agents.

49% report threats in collaboration tools, 
social platforms, and file-sharing.

69% use AI for customer support, 67% for chat 
summaries, and 63% for email workflows, which are 
the same channels where threats are showing up.

What we learned

AI-related threats 
don’t stay in one 
channel.  
They move across 
the collaboration 
surface to 
exploit trust.

15
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The attack surface is everywhere
When organizations that have already experienced AI-related incidents describe where those incidents 
showed up, the pattern is unmistakable. They find that exposure is distributed across the entire agentic 
workspace where people and AI agents work together across apps, data, and collaboration channels.

In the full survey population, email remains the most common threat surface at 63.2%. 
However, other channels are already established as part of the exposure picture. That includes 
SaaS or cloud apps (46.9%), social or messaging platforms (40.7%), file-sharing (38.7%), 
AI assistants or agents (36.3%), collaboration tools (35.5%), and SMS or text (35.1%).

Among organizations already hit, 
every channel lights up
Now, narrow the lens to the 42% that have experienced an AI-related incident. The numbers 
go up across the board. Email jumps to 67%, SaaS or cloud apps to 57%, AI assistants or 
agents to 53%, collaboration tools, social platforms, and file-sharing each to 49%, and 
SMS to 46%. This subgroup reports higher exposure everywhere—not just in email. That’s 
the clearest evidence in our survey that AI-related threats don’t stay in one channel.

Threat exposure: all respondents vs. 
incident-experienced subgroup

Email

Collaboration

Ai assistants

SMS/text

Saas/cloud apps

File-sharing

Social/messaging

Supply chain

All respondents Incident-experienced (42%)

0 80604020

63.2%
67%

35.5%
49%

36.3%
53%

35.1%
46%

46.9%
57%

38.7%
49%

40.7%
49%

22.6%
31%

This is why the use-case data 
matters so much. AI is being used in 
customer support (69%), internal chat 
summarization (67%), email workflows 
(63%), third-party collaboration (56%), 
and external chatbots (55%). Those 
are the same environments that show 
up in the threat data. The attack 
pattern follows the operating model.
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What organizations 
say they need next
Organizations that are confident they 
could detect an incident involving 
a compromised AI report a range 
of protections in place to secure 
trusted interactions, from email 
security controls (55%) to cross-
channel visibility (51%) to account 
compromise protection (42%). But 
among those that lack confidence 
in their controls, the gaps they want 
to close are clear. They are asking 
for broader coverage, including 
multichannel controls, AI-specific 
protections, and threat detection 
beyond email. The channel-level data 
in this section shows exactly where 
those capabilities are needed most.

Collaboration security is the defining challenge
The pattern across this data is bigger than “threats are appearing in more channels.” AI 
expands the number of trusted interactions across collaboration channels. And attackers can 
exploit those interactions across identity, content, and automation layers simultaneously.

Defending email remains essential. But it’s no longer enough. Organizations need to secure the 
collaboration channels where people and AI interact, which is where work actually gets done.

What organizations have vs. what they say they need

Email security controls

CURRENT PROTECTIONS IN PLACE

WHAT LESS-CONFIDENT ORGS WANT

55%

Cross-channel visibility 51%

Auth/encryption

Supplier ATO protection

49%

42%

Partner/vendor security 46%

0 40 50 60

60

302010

Multichannel controls 56%

Al-specific tool controls 52%

Broader threat detection

User education

44%

35%

Cross-channel visibility

Supplier threat protection

35%

19%

0 40 50302010
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Real-world incident 
AI-built phishing site delivers 
malware through a fake 
YouTube DMCA appeal

Proofpoint researchers observed a 
campaign in which attackers used 
the AI website builder Lovable to 
create a fake YouTube Appeal Center. 
The site featured perfect branding 
and retrieved real-time metadata 
for any YouTube channel that was 
submitted to it, claiming that a 
DMCA strike required an appeal.

After submitting a channel URL, the 
site used the ClickFix technique. 
Victims were presented with a fake 
“Google YouTube Appeal System” dialog 
that instructed them to press Win+R, 
paste a command, and press Enter.

Following these steps executed a 
PowerShell script that ultimately 
delivered Rhadamanthys, an 
information-stealing malware, 
directly into memory. No technical 
skill was required to build the site. 
The branding, the functionality, 
and the social engineering were 
all produced through plain-
language prompts in minutes.

Why this matters

This campaign shows how AI tools 
are lowering the barrier for building 
convincing, multistage attacks. 
The phishing site was hosted on a 
legitimate platform. What’s more, 
it used real data to build trust 
and delivered malware through a 
technique that bypasses traditional 
attachment scanning. The initial lure 
was delivered via email, the interaction 
happened on a web app, and the 
payload executed locally. That’s the 
type of cross-channel attack chain 
that our survey data describes.

Figure 3. A fake YouTube Appeal Center built with Lovable. 

Figure 4. The ClickFix dialog instructs the victim to execute commands. 
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Proofpoint threat insight
URL-based threats don’t stay in one channel

URLs are used 4x more often than attachments in malicious emails.2 Unlike attachments, URLs 
easily travel across collaboration channels. The same malicious link can be delivered through 
email, added to a Teams or Slack message, or embedded in a shared document. 

AI website builders like Lovable now enable attackers to create convincing, fully functional 
phishing sites in minutes using plain-language prompts. Proofpoint researchers have observed 
hundreds of thousands of malicious Lovable-hosted URLs per month since February 2025 used to 
deliver credential phishing kits, payment harvesters, and cryptocurrency wallet drainers. 

55%
of suspected smishing messages 
also contained malicious URLs 3

At least

34%
of URL-based malware campaigns 
delivered remote access software 4

Roughly

URL-based threats move across collaboration tools in the digital workspace.

2.	Proofpoint. The Human Factor 2025: Vol. 2, Phishing and URL-Based Threats. 2025.
3.	Ibid.
4.	Ibid.
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04.  
Organizations struggle 
to investigate AI-related 
incidents because siloed 
tools can’t follow threats

41% cannot correlate threats and 
incidents across multiple channels.

95% say managing multiple security tools 
is at least moderately challenging, and 53% 
say it is very or extremely challenging.

32.6% are fully prepared to investigate 
an AI or agent-related incident.

About 68% are not fully prepared.

What we learned

When an incident 
crosses multiple 
collaboration 
channels in seconds, 
fragmented tools 
can’t reconstruct 
what happened.

20
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Readiness is weaker than it seems
Here the topic shifts from preventing these threats to reconstructing them. Only about one-third of organizations 
say they are fully prepared to investigate an AI- or agent-related incident. Another 46.5% say they’re “mostly 
prepared.” Although the top-line confidence language sounds strong, the operational data tells a different story.

Incident response team preparedness for AI- or agent-related incidents

68% not fully prepared

Fully prepared Somewhat preparedMostly prepared Not prepared

33% 47% 17% 3%

Investigations are 
missing essentials
Before incidents even begin, security teams don’t have what 
they need to do an in-depth investigation. Organizations 
report limited visibility into AI or agent actions (42.5%), 
governance misalignment across IT, security, and business 
teams (40.8%), insufficient monitoring (35.6%), and no 
clear model for detecting compromised AI behavior (31.4%). 
Continuous monitoring remains limited at 40.2%. 

These aren’t minor gaps. When AI-related incidents cross 
multiple channels, which our data shows they do, these are 
the conditions that make them impossible to reconstruct.

Tool sprawl is the structural barrier. 95% say that managing 
multiple security tools is at least moderately challenging. 
And 53% say it’s very or extremely challenging. 

And the impact goes beyond frustration. Disconnected 
tools slow threat response, increase dwell time, and 
raise the likelihood of significant damage. Respondents 
report high operational cost (45%), integration and 
workflow issues (42.3%), difficulty correlating threats 
across channels (41.2%), visibility gaps (34.7%), 
redundant tools (33.3%), and alert fatigue (25.4%).

Consequences of managing multiple 
security tools

95% 53%
find multi-tool 
�management challenging

say very or extremely 
challenging

High operational 
cost 45%

Integration/
workflow issues

42.3%

Threat correlation 
difficulty

Redundant tools

41.2%

33.3%

Visibility gaps

Alert fatigue

34.7%

25.4%

0 40 50302010
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This matters more in AI-related incidents than in 
traditional ones. AI lowers the barrier for attackers and 
enables them to scale attacks quickly. When threats 
operate at machine speed, disconnected tools slow down 
security response and give attackers an advantage. 

The top security concerns—AI as a breach entry point 
(49.3%), sensitive data exposure (48.8%), AI manipulation 
(45.1%)—all describe incident types that move across 
systems and channels faster than fragmented tool stacks 
can keep up. An AI-powered social engineering attack 
might start in email, escalate through a collaboration 
tool, and exfiltrate data through an AI assistant’s 
connected integrations. Unified visibility is required 
to reconstruct that chain. Reconstructing that chain 
requires unified visibility that point tools can’t provide.

The market is moving toward consolidation
Organizations aren’t just frustrated with tool sprawl. They’re actively planning to move past it. 55% 
are already pursuing consolidation, 53% plan to move to a unified platform, 61% plan to expand AI 
protections, and 56% plan to extend collaboration coverage. Only 3.9% plan to keep the status quo. 

In short, readiness is now an operating-model question, not just a product question.

Security priorities over the next 12 months

Expand Al protections 61%

Extend collaboration coverage 56%

Move to unified platform

Keep status quo

53%

3.9%

Enhance existing controls 47%

0 40 50 60 70302010
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Proofpoint threat insight
Account compromise is a multichannel threat

Once an attacker gains access to a trusted account, they can move through cloud apps, 
collaboration tools, third-party workflows, OAuth-connected applications, and any  
AI-enabled processes. This turns a single compromise into a multichannel incident.

In the past year, the Proofpoint threat research team saw these threats on the rise.5

2,534%

80%
increase in malicious URLs 
drove a surge in smishing

of organizations experience 
monthly attacks that originate 
from compromised suppliers

99%

83%
of organizations face regular 
account takeover attempts

of confirmed account takeover cases, attackers 
engaged in post-compromise mailbox activity, 
leveraging compromised accounts to drive BEC 
and trusted-relationship phishing at scale.

A stolen account becomes a control point for much more than messaging.

5.	Proofpoint. “From initial access to post-compromise abuse: what our latest ATO analysis reveals.” Feb. 2026.
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The bottom line
This report documents a compounding problem. AI adoption has outrun the security models designed to govern it. 
Organizations can’t confirm that their controls are effective. And when something goes wrong, many can’t fully investigate 
what happened. Two structural forces make each stage harder. Collaboration channels are the primary stage for AI risk, not 
the backdrop. And tool sprawl is the structural reason these gaps persist.

Underneath all these findings is a fundamental trust problem. Organizations are asking AI to act on their behalf—with 
customers, with partners, and inside workflows that drive revenue. Every one of those interactions depends on trust that 
the AI isn’t being used to deliver malicious content through trusted channels, that the data it acts on hasn’t been poisoned, 
and that a compromised identity won’t cascade across connected systems. When security can’t verify those things, the 
consequences go beyond technical exposure. Agent rollouts stall, work reverts to manual paths, and collaboration with 
suppliers becomes harder to secure and harder to scale.

This is why collaboration security is now a business question, not just a technical one. Organizations that scale AI 
successfully won’t be those that deploy the most tools. They’ll be those that build a security model around how modern 
work gets done, which now extends across people, platforms, suppliers, and AI systems. Siloed controls won’t get them 
there. What’s needed is unified visibility across the channels where people and AI collaborate as well as the ability to 
investigate incidents that cross every one of them.

AI didn’t add another security problem. It fused several old ones into a new operational reality. The organizations that 
recognize this will be the ones that come out ahead. 

Methodology
This report is based on a 21-question survey conducted in January 2026 of 1,453 full-time  
security professionals across 20 industries. A minimum of 100 security leaders were interviewed 
in each market, including the United States, the United Kingdom, France, Germany, Italy, 
Spain, the United Arab Emirates, Australia, Brazil, India, Japan, and Singapore.

Respondents held various positions in security, IT, risk, and compliance, including chief information security officer 
(CISO), chief technology officer (CTO), director or manager of IT security, and information security officer. Nearly 8 in 10 
respondents worked at organizations with 500 or more employees, including 57% at enterprises with 1,000-plus employees.

Respondents self-assessed their AI deployment stage across two categories: AI assistants (AI that responds 
to user prompts but requires user initiation for each step) and autonomous agents (AI that can independently 
plan and execute multistep tasks without ongoing user input). The survey sample skewed toward senior 
leaders at larger enterprises, which may reflect more advanced adoption than the broader market.

The survey examined AI deployment maturity, security control effectiveness, incident 
experience, and investigation readiness across email and collaboration channels.
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