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Network Security Makes Public Cloud Adoption Successful

Thanks to the power and flexibility of public cloud 
platforms, competitive businesses now have access 
to previously unimaginable agility, scalability, and 
accelerated time to market. However, security, 
compliance, and visibility are just as important as rapid 
deployment in shared environments that support critical 
workloads, such as Amazon (AWS®), Google Public 
Cloud (GCP™), and Microsoft Azure®. Organizations 
shifting workloads and applications to the on-demand 
infrastructures of public cloud providers need to 
understand how best to reduce attack surfaces—and 
secure environments they do not fully control. 

According to research firm Gartner, considering cloud security should 
not be framed as “Is the cloud secure?” but as “Am I using the cloud 
securely?” What’s more, notes Gartner, “In nearly all cases, it is the user, 
not the cloud provider, who fails to manage the controls used to protect 
an organization’s data.”1

This e-book provides an overview of protecting networks and data in 
public cloud environments. Readers will find details about how the shared 
responsibility model works in security and discover best network security 
practices for ensuring that engagements with cloud service providers 
(CSPs) securely support business objectives.

This e-book provides an 
overview of protecting 
networks and data in 

public cloud environments.

1 Kasey Panetta, “Is the Cloud Secure?” Smarter with Gartner, October 10, 2019, https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/.
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What Is Cloud Network Security?

Cloud network security is a set of controls, procedures, and technologies designed to protect infrastructure, 
applications, and data. An organization’s cloud network security posture should mirror well-understood data 
center network security best practices. Some of these familiar approaches include understanding threat 
exposure and implementing policies to reduce attack surface areas—all while preventing threats and data 
exfiltration within allowed traffic flows. 

Inside data centers, next-generation firewalls manage many of these tasks by discovering and blocking 
malicious traffic. These appliances also work in tandem with physical network design to create granular trust 
zones, which prevent attackers from moving laterally inside the environment. 

Several factors make comprehensive cloud network security more complicated. For one thing, these on-
demand environments provide attackers with new opportunities to bypass traditional security measures 
because public clouds are dynamic and highly connected. What’s more, the way in which these for-rent 
environments are constructed can make data and application protection difficult: network security teams do 
not control the physical networks of CSPs, so next-generation firewalls cannot be deployed the same way—or 
for the same purpose—as in data center environments. 

Instead, network security controls native to public clouds are used for many security and threat-prevention 
functions. Access control lists, for example, help prevent north-south attacks that bypass cloud perimeters 
as well as east-west traffic threats moving laterally between trust zones located within cloud environments. 
That’s not enough for comprehensive network security, however. 

Even more problems can arise for organizations with data, applications, and workloads hosted in more than 
one environment, such as more than one CSP and/or within private clouds, data centers, and branches. 
Security professionals wonder if they will need to use multiple toolsets to secure each environment and how 
to best secure traffic between trust zones located in disparate environments. Then, there’s concern about  the 
speed with which firewalls and policies can be provisioned. Without answers to these questions, it can be 
difficult to achieve a consistent security posture across environments while ensuring the speed and agility 
DevOps teams require.
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Who Does What? Understanding the Shared Security Model 

It’s important to understand that CSPs typically do an outstanding 
job of securing their infrastructure, while users of these services have 
their own security obligations that must be met to ensure ongoing 
operations and regulatory compliance. This is frequently called the 
shared responsibility model. 

CSPs are responsible for securing what is of the cloud: the underlying 
hardware and software that makes up these cloud environments. 

AWS, GCP, and Microsoft Azure handle everything from physical 
security of their data centers to the security of their hardware and 
virtual, compute, database, and storage resources. On the network 
side, CSPs secure their physical networks and manage regions, 
availability zones, and edge locations. 

CSP users are responsible for securing what is in the cloud: applications 
built in the cloud and data that resides in public cloud environments. 

These user obligations include: 
• Providing identity and access management.
• Ensuring client-side and server-side encryption.
• Managing data integrity authentication.
• Implementing workload, application, and network protection. 
• Managing perimeter security, network segmentation, and firewall 

configurations.

While most CSPs provide native security tools for these activities, 
these solutions have limited capabilities and are only designed for each 
particular CSP environment. 

Security Is a Shared Responsibility

Responsible for 
security “in” the cloud

Responsible for 
security “of” the cloud

ORGANIZATION CLOUD SERVICE PROVIDER

Data Security

Host Vulnerabilities

Network Traffic

User Activities

Resource Configurations

Compute

Storage

Networking
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Protecting East-West Traffic for Zero Trust Security 

“East-west” once referred to traffic between servers hosted within the data center. Today, the term 
covers traffic between any two systems, regardless of where they are hosted. This includes instances of 
communication between clouds and on-premises systems. It also describes communication between AWS 
VPCs or Azure VNets in public clouds where high-value database servers, shared cloud servers, development 
environments, and partner resources are deployed.

Inside on-premises data centers, network security teams employ segmentation and microsegmentation of 
east-west traffic to isolate valuable, well-protected systems from less valuable and not as hardened areas with 
different levels of trust. This makes it difficult for attacks to move laterally across the environment. When 
dealing with segments of the environment where sensitive information is stored, next-generation firewalls 
are commonly deployed at the trust zone boundary to enforce application- or user-based security policies and 
additional security controls, such as an intrusion prevention system (IPS).

This is hard to achieve in cloud environments, however, where most enterprise traffic flows east-west across 
virtual networks and a hardware firewall is difficult or impossible to deploy, thus limiting visibility and control. 

Basic segmentation can be accomplished using the native access control lists and port blocking capabilities 
of the CSPs. Similar to on-premises data centers, however, native CSP security controls do not provide 
application-level visibility and enforcement or threat prevention capabilities. For example, a CSP customer 
that has segmented its application tiers and wants to restrict all traffic between tiers to MySQL, NTP, DNS, 
and AD/LDAP will require a virtual firewall. Another example of where a virtual firewall would be required is 
in a situation where a customer needs to enforce IPS between a trust zone that contains credit card data and 
the rest of their environment for PCI compliance.   
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Three Frequent CSP Customer Security Challenges 

Network security practitioners often discover these issues when trying to align network security best practices with public 
cloud needs and requirements.

Challenge #1: Slowing Operations with Multiple Security Tools  
Securing dynamic and fast-paced environments without slowing the pace of business is difficult to achieve with 
multiple security solutions designed to accomplish the same thing. Plus, each CSP offers security solutions unique 
to their particular platform, which are not integrated with other CSPs. As a result, security practitioners often 
need to learn and manage multiple sets of tools to secure apps and data in each CSP. 

Challenge #2: Struggling to Ensure a Consistent Network Security Posture  
Network security teams are typically tasked with achieving a consistent network security posture across 
environments: public clouds, private clouds, data centers, and branches. However, using many toolsets solely for 
public clouds creates gaps in security planning and management as organizations expand their virtual footprints. 

No matter where applications and data are located, they should be secured in the same manner. For example, native 
tools typically protect transport-focused Layer 4 but lack visibility into the critical application Layer 7, which has 
long been acknowledged as the most effective place to focus security policies. Native tools also lack threat detection 
and response capabilities, such as intrusion prevention systems (IPS). 

Challenge #3: Facing Ongoing, On-Demand Scalability Challenges  
The lack of automated network security provisioning tools also makes it hard to keep up with application 
development lifecycles, especially in DevOps environments using continuous integration and continuous delivery 
(CI/CD) tools and methods. Provisioning firewall policies can be a lengthy process that calls for different teams to 
communicate effectively. Manual deployment and configuration of the firewalls themselves also gets in the way of 
cloud scalability and can create gaps in the security posture. Without a way to automate firewall deployment and 
policy provisioning, security can lag behind the expected speed of application development and, along the way, the 
speed of the overall business. 
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Boosting CSP Network Security with the Shared Security Model 

What else does the customer need to do to augment what each CSP provides with a well-known threat prevention solution 
like a virtual firewall with full next-generation firewall capabilities? There are a number of situations in which augmenting 
CSP native controls with advanced, virtualized instances of next-generation firewalls is necessary, including those that follow. 

Protecting Internet-Facing Applications 
CSPs offer basic port blocking capabilities as well as stateful firewall and access control lists, which can provide 
a baseline network security posture with some protection for inbound traffic, and even more protection when 
combined with a web application firewall (WAF) to enhance security for inbound HTTP/HTTPS traffic. However, 
these native capabilities provide limited visibility and control for non-web applications. 

Protecting Against Data Exfiltration 
The basic perimeter security controls CSPs provide do not offer any protection for egress, or outbound, network 
traffic initiated inside a cloud deployment. This means that attackers or malicious insiders who do find ways 
inside a cloud network can easily exfiltrate data or connect to command-and-control servers during their 
attacks. This is particularly worrisome in environments where cloud native applications are built and hosted 
because these apps constantly communicate with code repositories like GitHub for updates. Without sufficient 
outbound traffic protection, there is nothing to prevent a connection to a malicious GitHub repository. 

Native CSP capabilities also provide limited information about egress traffic, such as the number of bytes 
transferred, along with source and destination IP. Comprehensive threat prevention, however, calls for more 
visibility and context, such as the specific application, the user account initiating the traffic, the file type and 
filename, and the destination URL and country. Virtual firewalls can provide this granular level of visibility to 
help differentiate between good and bad outbound application traffic.  
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Getting Past Common Obstacles 

Gartner reinforces the need for CSP users to take their security responsibilities seriously 
by stating that customers will be at fault for almost all—99%—of cloud security failures 
through 2025.3 Taking security responsibilities seriously starts with planning—and then 
executing on the plan:  

Deploy Virtual Firewalls with Next-Generation Firewall Capabilities 
The deployment of virtual firewalls with next-generation firewall capabilities 
is essential for minimizing the difficulty of implementing and maintaining 
cloud network security. Hardware firewalls simply won’t work in virtualized 
environments, and backhauling traffic to headquarters for inspection and then 
hairpinning it to the cloud once again simply isn’t practical or scalable.  

Leverage Security Solutions That Work with Multiple Public Cloud Vendors 
Ensuring security solutions allow for the use of multiple public cloud vendors 
is necessary so workloads can be moved from cloud to cloud for performance 
(and budgetary reasons) without sacrificing network security. Any solution 
chosen should be able to work seamlessly in multi-cloud environments and 
come with the flexibility to work with the unique ways each CSP provides basic 
cloud network security. A well-planned approach will overcome the difficulty 
of dealing with multiple management consoles, different ways of providing 
native security, different add-on tools, and lack of communication. 

Seamlessly Integrate Network Security into DevOps Workflows 
Make sure network security can be seamlessly integrated into DevOps workflows, 
which are the engines of today’s enterprise. This calls for management and 
automation features that enable security to be embedded into the application 
development workflow.

3 Kasey Panetta, “Is the Cloud Secure?” Smarter with Gartner, October 10, 2019, https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/.

According to research 
firm Enterprise Strategy 
Group, the majority of 
organizations with public 
cloud deployments use a 
dizzying array of security 
tools.

Percentage of 
organizations that 
use between 24 
and 49 different 
security products.

36%

19%

Percentage of 
organizations that 
use more than 50 
security solutions 
from an assortment 
of vendors.2 

2 “Toward Enterprise-class Cybersecurity,” ESG, May 2019, https://www.paloaltonetworks.com/resources/guides/esg-executive-summary.
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Taking a Layered Approach to Public Cloud Network Security 

Like data center environments, public cloud deployments require a defense-in-depth approach to security, but with 
additional network security controls layered on top of the basic native controls CSPs offer. 

Complete Visibility  
Public cloud security requires complete visibility of all application traffic, including flows that might be encrypted; 
this is necessary to determine what an application really is, regardless of the port, protocol, or encryption type. 
Understanding basic 5-tuple flow information (i.e., source IP address/port number, destination IP address/port 
number, protocol being used) is not enough to ensure proper network security. Visibility should also extend to the 
application layer, Layer 7, and include as much contextual information about data and users responsible for traffic 
as possible.

Threat Prevention 
Implementing threat prevention capabilities is necessary to identify and stop known and unknown attacks. This 
ensures that if threats do manage to enter the environment, they are quickly identified and stopped before they 
can exfiltrate data, deliver malware or ransomware payloads, or cause other damage.  

Exfiltration Prevention 
Preventing sensitive data from leaving the environment is crucial for maintaining public cloud security. This 
additionally means controlling outbound connections to potentially malicious websites, including malicious code 
repositories and command-and-control servers.

Compliance 
Achieving and maintaining compliance helps to mitigate risk throughout decentralized environments through 
comprehensive reporting that streamlines audits and speeds compliance with government and industry 
regulations, such as GDPR, PCI DSS, HIPAA, SWIFT, and more. 

Multi-Cloud Support and Management  
Multi-cloud support is needed to manage public cloud network security consistently across AWS, Azure, GCP, 
and others from the same console used to manage on-premises, private cloud, and branch security postures. This 
eliminates the need for multiple security toolsets by providing comprehensive visibility and control across multi-
cloud and hybrid cloud environments.  
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Starting Your Cloud Security Checklist

Putting together the features, capabilities, and workflow integration requirements? Your list of must-haves should 
include these items as you investigate ways to augment native cloud security—starting with a means to protect east-west 
traffic and the ability to safeguard apps and data from known and unknown threats with comprehensive visibility across 
environments and deployments. 

Multiple defenses  to 
block data exfiltration 

and unauthorized 
file transfers.

Centralized 
management for policy 

consistency, ideally 
with a single pane 

of glass view across 
environments. 

Forensics and 
auditability through 

rich, centralized 
logging and reporting 

capabilities. 

Automation to 
support application 

development 
workflows. 

Understanding the Need for Virtual Firewalls

A virtual firewall, aka cloud firewall, is a network security solution designed specifically for environments in which 
deploying hardware firewalls is difficult or impossible, such as public and private clouds, software-defined networks (SDN), 
and software-defined wide-area networks (SD-WAN).

Like hardware firewalls, virtual firewalls grant or reject network access to traffic flows between untrusted zones and 
trusted zones. Unlike hardware firewalls, which are physically located on-premises in data centers, virtual firewalls 
are essentially software, making them ideal for securing virtual environments. Virtual firewalls can also be deployed as 
virtualized instances of next-generation firewalls.  
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Taking the Next Step to Securing Cloud Competitiveness 

Your move to the cloud almost certainly is based on the need to achieve business-critical objectives: agility, speed, cost 
savings, flexibility, and innovation. Security, compliance, and visibility can and should be part of your plans. Virtual 
firewalls can play a key role, providing visibility, context, and automated protection as you take advantage of the 
opportunities public cloud environments provide. 

Safeguarding Your Public Cloud Future with VM-Series Virtualized Firewalls 
Palo Alto Networks VM-Series Virtualized Next-Generation Firewalls protect applications, data, and users across a wide 
range of public cloud, virtualization, and branch environments. They provide all the capabilities of the physical Palo Alto 
Networks Next-Generation Firewall in a virtual machine form factor. 

What’s more, these virtualized instances of the industry-leading Next-Generation Firewall provide application and user 
visibility for informed security decisions, segment networks for security and compliance, prevent advanced attacks within 
allowed application flows, control application access with user-based policies, and ensure policy consistency through 
Panorama™ network security management to secure environments vital for competitiveness and innovation—like public 
cloud environments. 

LEARN MORE

About Palo Alto Networks 
Palo Alto Networks, the global cybersecurity leader, is shaping the cloud-centric future with technology that is 
transforming the way people and organizations operate. Our mission is to be the cybersecurity partner of choice, 
protecting our digital way of life. We help address the world’s greatest security challenges with continuous innovation 
that seizes the latest breakthroughs in artificial intelligence, analytics, automation, and orchestration. By delivering 
an integrated platform and empowering a growing ecosystem of partners, we are at the forefront of protecting tens of 
thousands of organizations across clouds, networks, and mobile devices. Our vision is a world where each day is safer 
and more secure than the one before. For more information, visit www.paloaltonetworks.com.

For more information about securing innovation with always-on, anytime security that works with your business needs, 
sign up for a personalized demonstration that will show you how quickly you can safeguard your public cloud future. 

https://www.paloaltonetworks.com/company/request-demo

