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2024 Global 
Threat Report
One of the most trusted analyses of the modern cybersecurity 
landscape, the CrowdStrike 2024 Global Threat Report explores 
the critical events and trends that defined 2023 and the 
adversaries behind them.

CrowdStrike tracked 34 new adversaries in 2023, 
raising the total to 232.

Today’s adversaries are  
operating with unprecedented 
speed and stealth

Identities are in 
the crosshairs

75%
75% of attacks to gain 

initial access were 
malware-free

2 minutes and 7 seconds was the 
fastest recorded eCrime breakout 
time; the average eCrime breakout 

time was 62 minutes
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Manual, hands-on-keyboard 
activity increased 73% in the 

last half of 2023

73%

Access broker advertisements 
increased by 20%

20%

Cloud is an evolving 
battleground

84% of attributed cloud-
conscious intrusions were 

conducted by eCrime actors

84%
Cloud-conscious attacks 

increased by 110%
Cloud environment intrusions 

increased by 75%
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