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Citrix SD-WAN 
Keeps the Hybrid 
Workforce Connected 
and Productive 

The Shift to Remote Work

According to a recent IDC survey of enterprises, half 
of workers are currently working from home and, post-
pandemic, one-third of workers will continue to do so up 
from 20% pre-pandemic.

While the immediate networking needs for the entire 
workforce had been met, it lacked sustainability 
for  long-term adoption of a remote workforce. 
While traditional VPNs and secure web gateways 
are prevalent, there are drawbacks including lack of 
scalability, it’s reliance on legacy castle-and-moat 
security, and reliance on internet performance. 

VPNs were not designed to handle the entire workforce 
at one time. The increased load on the VPN can cause 
congestion, lag and poor performance. In order to scale 
up VPNs for a large portion of the remote workforce, IT 
organizations have to procure and provision additional 
VPN gateways which adds complexity and cost. While 
VPNs offer access to resources in the data center, they 
don’t connect directly to SaaS. Traditional VPNs were 
designed to give broad-level access, not protect the user 
experience.

To make matters worse, a hacker can obtain access to 
the network by obtaining trusted worker’s credentials 
through malware or a phishing attack.

In traditional enterprise environments, IT would 

control everything, from the quality of the WAN links, 
the positioning of the Wi-Fi, the segmentation of the 
network and even the physical access employees have. 
In the home, clearly, the level of workplace environment 
control does not exist. 

IT has no visibility or control over the worker’s home 
network. A single internet link puts workers at risk 
for disruption and has no SLA. Now that you have 
users streaming, gaming and doing video and VoIP 
conference calls all on the same network, workers start 
running into congestion problems. Latency negatively 
affects the application experience if it’s too high, 
taking applications too long to share information, and 
negatively impacting call quality. Another cause of poor 
audio quality is jitter which is caused by varying delay 
between packets. Carrier outages can cause call and 
virtual desktop session drops interrupting business.

Meeting Remote Worker Needs

To support a remote workforce, especially a hybrid one, 
IT must put in place a long-term strategy to address 
performance and security needs.

For remote workers to be productive, they require a 
resilient, high-quality workspace experience for SaaS/
UCaaS, cloud, web, and virtual apps and desktops.

Since workers don’t generally think about or implement 
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security for their home networks, they require additional 
protection from internet-bound threats.

Helping IT Succeed

Without visibility and control of the remote worker’s 
network, IT may not be able to solve issues quickly 
causing productivity to suffer. Centralized policy 
management, visibility, network automation, and ease 
of deployment are critical considerations for adopting a 
remote work solution.

SD-WAN solutions relieve pressures on the networks 
including bandwidth constraints, bottlenecks, latency 
and security concerns. SD-WAN solutions take 
advantage of the benefits of the cloud like agility and 
scalability by providing secure and direct connectivity 
routing.   

Ensure a Quality App Experience for Every 

Remote Worker 

The ideal networking solution should provide a great 
work experience even while family and neighbors 
are streaming and playing online games on shared 
broadband. 

Built-in intelligence mitigates internet variability 
including latency, throughput and availability issues 
which negatively affect application performance.

Citrix SD-WAN 110 Maximizes Remote Worker 

Productivity

The Citrix SD-WAN 110 solution is a plug-and-play 
appliance that makes it simple and fast for workers 
to connect into the network. IT pre-configures it or 
remotely configures it and the user just plugs it in and 
powers it on.

Reliable, Resilient Connectivity

• LTE provides additional dedicated bandwidth that’s
not shared with the rest of the household

• Bandwidth aggregation with broadband and LTE
provide better voice and video performance

• Dual LTE and sub-second failover provide extra
resiliency in case of outages (internal and USB dongle)

• Packet-based traffic forwarding means faster reaction
to unfavorable WAN conditions such as congestion and
packet reordering

• Selective packet racing improves performance for
latency-sensitive traffic

End-to-End Network Visibility and Management 

Without visibility into what’s happening in the network, 
it can be left vulnerable to attacks. Additionally, IT 
requires visibility to see application performance and 
availability and help pinpointing the root cause of issues.

With Citrix SD-WAN, IT admins can:

• Monitor LTE and WiFi signal strength (Figure 2)
remotely with SD-WAN Orchestrator cloud-hosted
management service. IT admins can see the signaling

Figure 1: LTE Signal Strength Graph
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RSSI values to help with the best placement of the LTE 
antennas

• Control the network globally with centralized
management of user, application, network,
and security polices. This makes the network
programmable and scalable.

• Get unmatched deep visibility into Citrix Virtual Apps
and Desktops traffic at the user, session and site level
for monitoring and troubleshooting (Figure 3).

Comprehensive Security 

The Citrix SD-WAN 110 offers strong encryption, a built-
in firewall and centralized policy management for data 
privacy. 

Accelerate the journey to SASE with a fully integrated 
SD-WAN and comprehensive cloud-delivered security 
service with a unified approach that’s built on a global 
cloud architecture. With Citrix Secure Internet Access, 

a comprehensive, global security cloud service, 
address the security requirements with resiliency, 
dual redundancy to and between PoPs and reduced 
latency. Access SaaS applications via a dedicated WAN 
backbone to overcome the unpredictability of internet 
connections in local internet breakouts. Citrix Secure 
Internet Access includes:

• Secure Web Gateway inspects user traffic through
built-in network security capabilities such as URL
filtering, application control and anti-malware

• Firewall-as-a-Service implements ingress and egress
security controls across the network to ensure that
only trusted traffic can pass

• Cloud Access Security Broker controls access  for all
approved and unapproved SaaS apps

• Data Loss Prevention provides visibility into data
in use, in motion and at rest. It can quarantine risky
data or activity, enforce encryption and send network

Figure 2: WiFi Signal Strength Graph

Figure 3: HDX User Performance Dashboard
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security alerts to lower the overall risk of a data 
breach

• Sandboxing sends suspicious content to an isolated
environment, in which it can run without affecting
other applications

Protect all applications with unified, cloud-delivered 
security for a complete secure access service edge 
(SASE) solution from Citrix.

High-Performance Digital Workspace Experience

The Citrix SD-WAN 110 platform delivers a reliable, 
high-performance digital workspace experience to your 
hybrid workforce. SD-WAN optimizes applications and 
automates connectivity to simplify hybrid and multi-
cloud initiatives.

• Pre-configure in minutes to scale quickly
• Detect, classify and accelerate over 4,000 SaaS,

cloud, virtual apps for intelligent traffic steering and
advanced application control based on the network
state in real time

• Measure latency, packet loss, and jitter in both
directions ensuring all sites get their fair share of
bandwidth to prevent over subscription and wasted
utilization

• Unmatched Citrix Virtual Apps & Desktops traffic
optimization with visibility into HDX user sessions for
fine-grained QoS prioritization of trafffic streams
including in-band audio, display remoting, multimedia
redirection, and printing

• Increased resiliency and lowest latency with direct
internet breakout to all major clouds

• Optimize Office 365 traffic by breaking it out directly
to the nearest Office 365 front doors for the lowest

latency and best performance possible

The Foundation for Remote Work is Built on 
the Citrix SD-WAN 110
Citrix SD-WAN delivers a reliable, high performance 
digital workspace experience to your hybrid workforce. 
SD-WAN optimizes applications and automates 
connectivity to simplify hybrid and multi-cloud 
initiatives. Flexible security gives you choice of security 
capabilities where you need it. 

• Rock-Solid Experience for Citrix Apps
• Recognized by Gartner #1 for Application Experience

Optimization
• Comprehensive Security

• Meets all Gartner ‘Core’ & ‘Recommended’ SASE
Capabilities

• Unified Cloud-Hosted Management
• Cloud-hosted single-pane-of-glass for both

networking and security
• Reliable, Resilient Connectivity

• Over any type of connectivity to cloud, SaaS and
virtual apps

• Remove Disruptions from the Remote Work Experience
• For executives, heavy-data users, call center reps at

home and in the branch office.




