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Browse

Comprehensive Browser Security

Against Emerging Threats

The modern workplace runs on browsers - it's where 85% of work happens, and cybercriminals have
noticed. Web-based attacks are surging, while traditional security solutions struggle to keep pace, especially
with remote work and BYOD policies in play. Malicious links, malware, stolen credentials, hidden scripts

- the browser is where it all happens. To stay secure, businesses need a strong solution that works where
work happens. That’s Harmony Browse.

Deployed as an extension across all major browsers, Harmony Browse shields against zero-day phishing,
malware, credential theft and data leakage - even through GenAl apps. It secures every click without
compromising speed or privacy, delivering the protection a modern work environment demands.

The Browsers Your Team Loves. The Protection Your Business Needs.

Organization Security Operations Users

54

Fast Deployment

Threat Prevention Superior User Experience

Robust protection against Installs in seconds on Zero latency, no disruptions,

zero-day phishing, managed or unmanaged with the browser of your
malware and ransomware devices choice
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Data Protection

Data loss prevention
and strict regulatory
compliance

Effortless Management

One solution for all browsers,
seamless integration with
corporate systems

Enhanced Productivity

Intelligent URL filtering
and safety indicators on
search results
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How Harmony Browse Works

Our extension is deployed within the browser on managed and unmanaged devices.
It inspects decrypted SSL traffic locally without rerouting, delivering fast and private user experience.

Check Point’s Al-powered Zero-Phishing® blocks phishing
sites in real time, while URL filtering blocks access to restricted
sites based on company policies.

Use of corporate credentials on non-corporate websites is
blocked, reducing credential-based attacks risks.

All downloads undergo Threat Emulation® sandboxing
and Content Disarm & Reconstruction (CDR) with Threat
Extraction®, delivering sanitized files in milliseconds while
blocking the NSA's Top 25 CVEs.

Prompt blocked due to data
policy. Please reconsider.

o i S Advanced DLP capabilities protect data shared on the

web, including GenAl apps. It provides insight and ensures
compliance with data protection regulations while allowing safe
o use of Al platforms.

Hi, what can | do for you today?

Total Revenues: §599 mil

- GAAPEPS: $1.60, 2 5 percent incre
Non-GAAP EPS: $2.04 a 13 percent

Browser search results are ranked by safety based on
reputation and corporate policy, helping prevent clicks on
malicious links and boosting productivity.
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Maximum Protection, Minimum Presence.

URL
thi::]?ng Filtering COR,
Safe Sandboxing
Data Loss Search

Prevention Real-time

Threat
Intelligence

Lightweight
Extension

Corporate Password
Protection

Strong Security, Lightweight Solution
A lightweight extension delivering robust defense without compromising performance.

STRONG

" The product has increased the overall enterprise
security by preventing users from accessing

phishing and malicious sites... Easy to deploy
and configure. "

100,000 3M+
Malicious websites Deployment
blocked daily el

LIGHTWEIGHT

" It doesn't generate latency when entering the
web. We really like the protection against zero-
day threats. Lightweight extension and easy to

implement. “
1T min 1 sec
Deployment Threat Verdict
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HARMONY BROWSE

Technical Specifications

Packages

HARMONY WEB PACKAGES

Browse Basic - Includes user-compromised credential protection, download malicious pro-
tection, zero-day phishing, URL filtering, safe search
Browse Advanced - Includes all Browse Basic features, alongside DLP & GenAl protection

OPERATING SYSTEMS

Threat Extraction

e Windows
Operating System e Mac0S
e Chrome0QS
e Chrome
e Firefox
Browsers . Edge_Chromium
e Safari (version 14.0 and above])
e Brave
Note: It is recommended to always use the latest browser version
e Read and change all on visited website
e Read and change browsing history
Browser . e 2 . .
o e Display notifications: Warnings and blocking
permissions

e Manage downloads
e Open downloaded files

WEB PROTECTION

Removes exploitable content, reconstructs files to eliminate potential threats and delivers
sanitized content to users in a few seconds.

Threat Emulation

Threat sandboxing capability to detect and block new, unknown malware and targeted at-
tacks found in email attachments, downloaded files, and URLs to files within emails. Pro-
vides protection across widest range of file types, including Office, Adobe PDF, Java, Flash,
executables, and archives, as well as multiple Windows 0S environments. Uncovers threats
hidden in SSL and TLS encrypted communications.

Zero-Phishing

Real-time protection from unknown zero-day phishing sites. Static and heuristic-based de-
tection of suspicious elements across websites requesting private info

Corporate Credential
Protection

Detection of corporate credentials reuse on external sites.

URL Filtering

Lightweight browser plugin, allow/block access to websites in real-time with full visibility to
HTTPS traffic.

Safe Search

Safe search is a feature added to search engines that acts as an automated filter for poten-
tially offensive and inappropriate content

DLP and GenAl
Security

Bandwidth
consumption

Includes Upload & Download scanning, Clipboard & Print control, and GenAl security tools
to discover and prevent data loss in real time. All with more than 700 pre-defined data types
and Microsoft Tagging option.

COMPLIANCE

File Storage and Sharing | Media Sharing | Media Streams | P2P File Sharing

Cloud management

Harmony Browse Service (hosted on Check Point cloud) managed using a dedicated Infinity
Portal dashboard.
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Why Harmony Browse

Unparalleled Threat Prevention at the Browser Level:
Stops known and unknown web-based threats before they occur, offering advanced protection that goes
beyond traditional and endpoint solutions.

Seamless Security Without Compromising Productivity:
Unlike traditional solutions, Harmony Browse operates directly within the browser, delivering zero latency
and uninterrupted user experience.

Effortless Deployment in Any Environment:
Provides comprehensive, cloud-delivered protection for all major browsers and both managed and
unmanaged devices - without complex IT configurations.

Simplified Management:
Integrates with Check Point products and third-party solutions, offering customizable policies and an
intuitive dashboard for streamlined operations.

Cost-Effective and Scalable:
Affordable and scalable protection, reducing total cost of ownership (TCO), ideal for businesses of all sizes.

About Harmony Suite

Harmony Browse is part of the Check Point Harmony product suite, the industry’s first unified security
solution for users, devices and access. Harmony consolidates six products to provide uncompromised
security and simplicity. It protects devices and internet connections from the most sophisticated attacks
while ensuring Zero-Trust Access to corporate applications - all in a single solution that is easy to use,
manage and buy.

5 Shlomo Kaplan Street, Tel Aviv 6789159, Israel

100 Oracle Parkway, Suite 800, Redwood City, CA 94065
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