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Security Awareness Training

Barracuda’s Security Awareness Training platform enables users to understand

and respond correctly to the latest phishing techniques, recognize subtle phishing

clues, and prevent email fraud, data loss, and brand damage. It transforms employ-

ees into a powerful line of defense against damaging phishing attacks.

This versatile, cloud-hosted solution includes hundreds of customizable email

and landing page templates, frequently updated based on the latest threat

trends. A large library of micro-learning videos and training content keeps

users engaged.

Simulate threats Analyze behavior

Hundreds of real-world threat templates, Advanced analytics and reporting tools

expose your users to the latest threat identify how users respond to threat
types. Simulations include email and simulations and help implement an

portable media (USB drive) attacks. effective training program.
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Educate users

A large content library of engaging
training videos, games and other
material, equips you to meet your

unique awareness initiatives.
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Personal EmailSpear Phishing

Security Awareness Training helps protect your organization against social engineering phishing attacks that may bypass

other email defenses
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Key Features

Multi-Vector Threat Simulation Education Administrative Features

« Email “Phishing” « SCORM compliant courseware

« Physical media - Animated and live actor videos

« Localized content for global audiences - Posters and newsletters

- Interactive gamified content

« Quizzes and risk assessment surveys

Quick Launch for testing and training campaigns
MFA and SSO for administrators

Built-in privacy controls

DLP tagging

62 address book attributes

Active Directory integration

30+ languages supported

SIEM integration

Concierge (optional)

Advanced Interactions:

« Attachments

- Credential form

« Feedback form

« File upload/download

» Unsubscribe forms

« CAPTCHA forms

- Additional Enhancements

Reporting and Analytics

Collects thousands of data points

Detailed trend and attribute analytics
Benchmarking and comparison reporting

Inbox message analytics (out-of-office messages
and direct replies)

Customizable reports and dashboards

Report generation and export capabilities

Phish reporting button

Security Awareness Training is included as part of Barracuda Email Protection Premium Plus.
Find the plan that’s right for you.

CAPABILITIES ADVANCED ‘ PREMIUM PREMIUM PLUS
Flexible deployment v
Al-powered detection and response

Spam, malware, and ransomware protection
Phishing and BEC protection

Account takeover protection

QR-code attack protection

Link protection

Attachment sandboxing

Dynamic warning banners

DMARC reporting

Automated incident response
SIEM/SOAR/XDR integrations

Email encryption

Email continuity
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Data loss prevention
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Unlimited Microsoft 365 backup
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Point-in-time data recovery
File scanning for PIl and malware v v
Remediation of improper file shares v v
Cloud archiving M
Security awareness training* v

*P%nm%{?ﬁwﬂr@%?;ecumy awareness training and attack simulation are available as a managed service.
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