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SERVICE OVERVIEW

Penetration testing isn’t a checkbox; it’s how you uncover real world
weaknesses across networks, systems, web and mobile applications and
other critical assets before adversaries exploit them.

Get professional grade assessments tailored to your environment and scale.
Our ethical hackers simulate real attacks, expose the issues that matter and
deliver clear remediation guidance all backed by an intuitive customer portal
with detailed reporting that keeps your team informed end to end.

Choose the approach that fits your needs: cost effective automated testing,
in depth adversarial simulations, or continuous penetration testing through
Penetration Testing-as-a-Service (PTaa$S), so your organization stays ahead of
evolving threats.

COVERAGE FOR YOUR WHOLE ATTACK SURFACE
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SERVICE FEATURES

Comprehensive Testing

Identify and remediate vulnerabilities across
your networks, systems and applications with
CDW’s comprehensive penetration testing,
uncovering vulnerabilities from every angle.

Real-World Simulation

Ethical hackers using the same tools and
techniques as attackers do to test your
defences.

Vulnerability Management Portal

Access to a secure online portal to view,
prioritize and track vulnerabilities in real time.
Actionable Reporting

Receive a detailed, simple-language formal
report with risk ratings, proof of findings and
clear remediation steps.

Expert Guidance

Optional debrief session with our security
consultants to review results and plan next
steps.

WHY CDW?

= Dedicated, in-house, Canadian
penetration testing professionals

= Extensive designations, security
clearances and industry certifications
such as OSCP, CISSP, GPEN and CEH.

= Several published CVEs, and experience
aiding organizations of all sizes across a
multitude of industry verticals

= Our approach integrates OWASP,
PTES, and NIST SP 800-115 standards,
ensuring top-tier security
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LEVEL UP YOUR SECURITY POSTURE

Let us be your partner in maturing your security posture. No matter where you are on your security journey, CDW has a penetration
testing offering that can be tailored to your unique business needs.

Core Penetration Test Service (Automated)

We offer an affordable, effective way for your organization to assess internal and external security. Our automated
tools and expert review quickly identify common vulnerabilities, giving you a clear, actionable snapshot of your
risks and practical steps to improve, all without straining your budget.

Traditional Penetration Testing & Adversarial Simulations

If you need deeper assurance, our experts manually test your networks, cloud and applications to uncover hidden
weaknesses. For organizations seeking to validate their defences, we conduct realistic attack simulations (“red
team” and “purple team” exercises) to test your detection, response and overall security effectiveness.

Vulnerability Management & Penetration Testing-as-a-Service (PTaaS)

Stay ahead of threats with continuous risk visibility. Our PTaa$S platform delivers ongoing vulnerability discovery,
prioritization and recurring penetration testing aimed at helping your team maintain consistent awareness, accel-
erate remediation and adapt to evolving environments.

SERVICE LEVELS

Features Core Penetration Test Time-Boxed Network Traditional Network
Penetration Test Penetration Test

Full Vulnerability Assessment | Yes No Yes
Automated Tools for Testing | Yes Yes Yes
Manual Penetration Testing Basic Comprehensive ! Comprehensive
Customer Portal Access Included Included Included
Report Basic Comprehensive Comprehensive
Segmentation Testing Yes? Yes 2 Yes 2
Cloud Penetration Testing No Yes 2 Yes 2
OT/SCADA Testing No Yes 2 Yes?

* Use of automated tools and level of testing dependent on time allocated
2 Can be included as an add-on to the existing service.

For more information, contact your CDW account team at 800.972.3922
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