VULNERABILITY

MANAGEMENT SERVICE

Security

Vulnerability management is a core security practice required to protect your critical business systems from compromise and
maintain ongoing visibility into your network security. CDW's service provides a way to continually identify vulnerabilities and
misconfigurations on systems and produces detailed reporting to help guide remediation efforts to reduce cyber risk exposure.

FEATURES

= (Ongoing vulnerability scanning of your internal, external and web application environments
= Rapididentification of vulnerabilities on critical business assets

= Advanced trend and analysis reporting of vulnerabilities

=  Recommendations on patch prioritization based on cyber risk

= Validation that patches were successfully deployed

= Service from highly skilled and experienced analysts on our cybersecurity team

= Optional PCl compliance attestation support

BENEFITS

= A systematic approach that ensures vulnerabilities are rapidly identified so that mitigation strategies can be
implemented to minimize your business risk

= By providing trend and analysis reporting on vulnerabilities, organizations can better understand their risks, fix
systemicissues and effectively plan remediation activities

= Ongoing validation provides assurance that systems were patched effectively

= |everaging our highly skilled and specialized analysts allows you to reduce the impact of costly security staff
recruitment and training

= Simplified and easy to understand reports take the guess work out of the scanning outputs

= Reports are analyzed by senior security consultants providing business context to vulnerabilities mapped to critical
assets

= Predictable monthly costs allow you to reduce or eradicate upfront capital costs for technology and budget
effectively

= Qur solutionis designed to scale for growth with your business
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CDW'’S VULNERABILITY MANAGEMENT LIFECYCLE

Identify Vulnerabilities,
Remediations and
Threats
Performed by the
vulnerability information
. analyst. Prioritize
Continuous Vulnerabilities
Improvement . Performed by the
Performed by the technical vulnerability information
vulnerability management analyst and subject matter
group. experts.

Validate
Remediations
Performed by the

vulnerability
information analyst.

Test Remediations
Performed by the
system administrator.

Implement

Remediations
Performed by the system
administrator.

WHY CDW?

Vulnerability managementis an
essential component of any robust
security program

Itis a cyclical process involving
multiple teams and stakeholders

CDW VMS helps to ensure the
success of the vulnerability
management lifecycle by identifying
and prioritizing vulnerabilities and
validating their remediation

Our collaborative approach enables
a virtuous cycle of continuous
improvement in our reporting and
data modelling to ensure that the
client and system administrators
have the data they need to drive
decision making

= Full-service consultancy - CDW's Vulnerability Management Services (VMS) team has the capability to assess threats and
to architect and implement complex IT solutions as well as leverage specialized expertise (e.g. engineering, cloud solutions)

from different organizational areas, as required

= Depth of expertise - Experience in security, privacy, governance, compliance, offensive security and IT risk management.
Consultants with hands-on experience in a variety of industries. CDW VMS consultants and analysts have industry-

recognized security and vendor (Tenable) certifications

* Balanced approach, leading best practices and methodologies - CDW leverages industry standards (NIST SP800-40,

ISO27001) and methodologies for vulnerability management

=  Commitment to service excellence and innovation - CDW is committed to delivering an exceptional experience to

customers

MANAGED SECURITY SERVICES PARTNERS
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For more information, contact your CDW account team
at 800.972.3922 or visit CDW.ca/security
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The terms and conditions of product sales are limited to those contained on CDW's website at CDW.ca. Notice of objection to and rejection of any additional or different terms in any form delivered by customer is
hereby given. CDW®, CDW-G® and PEOPLE WHO GET IT® are registered trademarks of CDW LLC. All other trademarks and registered trademarks are the sole property of their respective owners,
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